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Retail Operations

RISKY BUSINESS

Part 4: Your retail liability from online exposure.

he Internet — that technological
wonder of World Wide commu-
nication has spun a whole new
“WEB” of liability exposures for
individuals and businesses. It's a fact
that many retail furniture operations
haven't thought about, but should.

Prior to 1984, computers were BIG,
costly central systems owned by large
companies. Remember COBOL or
Fortran?

Personal Computers (PCs) did not
exist except as games. Remember
playing Pong?

In 1982 the first PC was introduced
by IBM. Macintosh Apple followed in
1984. Today 75.6% of US households
own a PC. 30,000,000 pay their bills
via the Internet and 50,000,000 bank
online. Over 50 percent of the US
population shops and buys online
generating about $1 frillion in sales
yearly. Internet traffic in the US has,

by Stephen J. Wisocky

the past 10 years, generated 12 trillion
emails. There are more than
150,000,000 websites internationally
that sell a product, distribute informa-
tion or provide a service to 1.6 billion
people.

Today the news is full of stories
about threats directed against coun-
tries and large businesses including
media giants, financial institutions and
technology companies. And although
high level hackers may not be target-
ing your store specifically, you are still
at risk of loss from a number of inter-
nal and external exposures including:

Direct Damage or Destruction
of your systems software and
electronic data by outside sources.

These include fire, wind, vandalism,
flood, system malfunction, program
errors, employee error, or intentional
acts of others such as a Virus, Worm,
or Trojan Horse.

* Virus — A small piece of software
that piggybacks on real programs.
Once it is running, it can spread to
other programs and documents.

* Worm — A small piece of software
that uses computer networks and
security holes to replicate itself.

e Trojan Horse — a computer pro-
gram that claims to do one thing,
but actually does damage when it
is run.

In 2000, the ILOVEYOU virus
attacked hundreds of corporate com-
puters at a cost of billions of dollars in
lost income and additional program-
ming needs.

Loss of Income due to the
suspension of your business.

Your liability subsequent to damage
from outside sources is the cost to
reprogram and restore data. Also,
your system may be shut down due to
a Virus threat, Denial of Service
Attacks (system saturated with outside
requests causing it to be unrespon-
sive), Mail Bombs (website receives
emails from a bogus source which
explode upon opening).

Recently a dealer’s website was van-
dalized by hackers who installed pro-
fane language. The site was shut down
for many days. $1,800,000 was the
cost to restore the site including loss of
income.

Loss of Market Share.

This could certainly result from the
suspension of your operations or bad

“Perhaps a disgruntled employee intentionally
acts maliciously by transmitting a virus to a
customer via your email system.”



“One of your employees uses their personal
computer to access the company's customer
database which is then printed and sold
to a competitor or a computer hacker.”

publicity following a loss.

Remember  Circuit  Citye In
September 2008, 6,000,000 Circuit
City credit card holders were notified
that computer files containing person-
al information was mistakenly thrown
out. Just recently Target lost credit and
debit card information for 40 million
customers, as well as the  names,
addresses, and phone numbers of
many more. The result was huge neg-
ative publicity for the retailer.

Theft of a Customer's Personal Data.

In 2006 laptops were stolen from
three Sovereign Bank employees’
vehicles that contained customers’
personal data. The bank was forced
to advise thousands of customers that
their personal data was at risk.

Damage to Someone Else’s
Data or Software and
Subsequent Loss of Income.

What if your company accidentally
transmits a virus or faulty data to a
customer or supplier?

* Perhaps a disgruntled employee
intentionally acts maliciously by
fransmitting a virus fo a customer
via your email system.

* Or, your company's website that is
considered secure has its email
system infected by a virus. An
employee transmits this via email
to several customers. Those cus-
tomers then file claims against you
for the cost of cleansing their sys-
fems.

Theft of Money or Intellectual

Property.
* One of your employees uses their

personal computer to access the
company's customer database.

The information is then sold fo a
competitor or a computer hacker
who gains access to company files
and steals your software develop-
ment programs.

Extortion.

* A hacker might scramble codes,
encrypt programs then hold your
data for ransom.

* One of your employees or some-
one else could demand money
under the threat of unleashing a
virus that would delete information
or release confidential information
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\ sends an email describing a certain customer
as a hot babe. In addition he expresses a

desire for a sexual relationship.”

over the Internet. Infringement.

« Or, you might receive an email * Your company posts files that con-
claiming that the sender has pene- tain copyrighted clip art on its web
trated your firewall and copied page. The owner of the clip art
customer’s credit card information. sues for infringement.

The sender threatens to post the * You attempt to increase the hit
information on the Internet unless ratio on your website by listing sev-
$1,000,000 is received within eral famous lines on the Meta tag
hours. even though you do not represent
them. One of the lines sues for
Defamation. trademark infringement.

* Employee sends an email to com- i .

pany officers questioning a ven- Invasion of Privacy.

dor’s professionalism. The officers
distribute the email throughout the
company. After learning of this

email the vendor sues you alleging

One of the nation's largest health
insurers inadvertently sent emails to
members containing confidential
medical and personal information of

defamation. other members. Lawsuit filed for mil-
* You launch a new website that lions of dollars alleging invasion of

includes unfavorable remarks privacy.

about one of your competitors.

The competitor then sues alleging Harassment.

defamation. * An employee posts a joke on your
INSURANCE COMPANY POLICY NAMES

Ace SafeCommerce, SafeEnterprise

AIG netAdvantage

Arch WebNet Protection

ForeFront, SafetyNet, Intellectual

Chubb Property and Communications Liability

Gulf Cyber Liability Plus

Hartford FailSafe

Liberty Surplus Internet Advantage

Lloyd’s e-Comprehensive, Media Tech

Zurich E-Risk Edge
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company's email that contains lan-
guage that is offensive to female
employees. One of these employ-
ees then sues alleging workplace
harassment.

* Employee sends an email describ-
ing a certain customer as a hot
babe. In addition he expresses a
desire for a sexual relationship.
However, the fellow employee who
receives the email is not his friend
and he forwards the email to the
customer who then sues the com-
pany and employee for sexual
harassment.

Identity Theft.

Certainly last but not least, identity
theft is the most common exposure we
see. Criminals steal information about
a person to impersonate them and
acquire credit under their names. The
victims are then left with bad credit
ratings and the cost to repair the dam-
age may be considerable.

According to 2008 estimates there
were 8.1 million victims of Identity
Theft in the United States which had a
$48 billion price tag. The average
number of hours spent to recover
from Identity Theft is 600.

HOW TO PROTECT
YOUR BUSINESS

Although the eRisk is still new to all
of us including the insurance industry
where coverage premiums currently
trend high due to the “UNKNOWN”
and lack of rate sefting experience,
the standard of the industry is being
addressed by a few available



endorsements:

- Identity Fraud Expense coverage
for homeowners policies.

- Electronic Commerce for business
policies.

- Electronic Data Liability for busi-
ness policies.

See the table on the previous page
for a list of specialty carriers providing
E-Commerce policies.

Building a website can be simple
but the onslaught of exposures is not.
Be prepared, as you venture on to the
World Wide Web, realizing that the
liability exposures you face are still

emerging, evolving and complex.

| strongly suggest that you identify
your particular exposures and to get a
quote to determine the costs on this
type of insurance to cover those expo-
sures and your ASSets!

About Stephen J. Wisocky: Stephen J.
Wisocky, Home Furnishings Insurance
Group President, has over 30 years of
experience as a property and casualty
insurance broker. He began with the
home furnishings industry in 1986.

In January 2004 Stephen created
HFIG whose mission is exceptional
service to the home furnishings indus-
try with the most competitive and com-
prehensive insurance products.
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Vendors

1-800-449-9984
info@3Dream.net

Retailers - Use in-store for only $39. per month
Designers - Expand your market reach with ‘virtual’ design services
- Create an online virtual showroom of all your products...in 3D!

It's easy to ‘show & sell’ in 3D!

For many years Stephen has been
the trusted insurance advisor for the
International  Home  Furnishings
Representatives Association (IHFRA),
Interior Design Society (IDS) and Tri-
State Home Furnishings Association
(TSHFA). In 2011 he was named a
Dean of IHFRA, and earlier received
from TSHFA their President’s Award
given in recognition of his accomplish-
ments and dedication to the industry.

See additional articles in Steve's
“Risky Business” series at http://
furninfo.com/Series/RiskyBusiness.
Questions about this article or any
insurance related fopic or issue can be
directed fo Steve at 610-366-0105 or
email swisocky@hfig.net.

Y Jreamsa
” ViewlT

Technologies





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket true
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 1
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings false
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Average
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for Quebecor World Midland.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




